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ABSTRACT

In content-driven reputation systems for collaborativeteat, users
gain or lose reputation according to how their contributidare:
authors of long-lived contributions gain reputation, werauthors of
reverted contributions lose reputation. Existing cortdnmien sys-
tems are prone to Sybil attacks, in which multiple idengitieon-
trolled by the same person, perform coordinated actionsa@ase
their reputation. We show that content-driven reputatipstems

lan Pye?

2Computer Science Dept.
UC Santa Cruz, CA, USA
ipye@ucsc.edu

Keywords

Wikipedia, reputation, user-generated content

1. INTRODUCTION

On-line collaboration is fast becoming one of the primarysva
in which information is being created, aggregated, andezhafhe
success of sites such as the Wikipedia, YouTube, MySpacdeofan

can be made resistant to such attacks by taking advantage of t the many wikis and discussion groups disseminated over & w

fact that the reputation increments and decrements dependre
tent modifications, which are visible to all.

We present an algorithm for content-driven reputation prat
vents a set of identities from increasing their maximum tafpon
without doing any useful work. Here, work is considered uk#f
it causes content to evolve in a direction that is consistétfit the
actions of high-reputation users. We argue that the comter-
ifications that require no effort, such as the insertion detiten
of arbitrary text, are invariably non-useful. We prove athfull-
ness result for the resulting system, stating that userswisio to
perform a contribution do not gain by employing complex cient
bution schemes, compared to simply performing the cortichiat
once. In particular, splitting the contribution in mulpportions,
or employing the coordinated actions of multiple idensifido not
yield additional reputation. Taken together, these resuldicate
that content-driven systems can be made robust with regp8gbil
attacks.

Categories and Subject Descriptors

H.5.3 [Information Interfaces and Presentation]: Group and
Organization Interfaces©omputer-supported cooperative work,
Web-based interactiork.4.3 [Computers and Society]: Organi-
zational Impacts-€omputer-supported collaborative work

General Terms
Algorithms, experimentation, measurement
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owes to their ability to harness the contributions of milkcof peo-
ple all over the world. As the volume of such collaborativieima-
tion grows, so does the problem of assessing its qualityepiang
vandalism and spam, and providing incentives to constreictl-
laboration. Reputation systems have been proposed as mltkip
direction.

Some of the largest bodies of collaborative information\ame
sioned: users build on each other’s contributions, modifying and
improving them. The prime example of such bodies of inforarat
are wikis, among which the Wikipedia, currently the largastine
encyclopedia and the 8th most frequently visited site ortled?!
As on-line collaboration expands, versioned informatiati lae-
come increasingly common; indeed, editable and shareabjs,m
such as layers on Google Earth, and edit-shared documepts, r
resent additional examples. Versioned bodies of inforomatian
employcontent-driverreputation systems, which compute user rep-
utation on the basis of content evolution: authors of laxagel con-
tributions gain reputation, while authors of contribusomhich are
short-lived or reverted lose reputation [2]. Content-enveputa-
tion systems thus provide an incentive to contribute lgstiontent;
they are also intrinsically objective, as the reputatioardes are
tied to content evolution. For instance, the only way a usean
denigrate a useB is by revertingB’s contribution; if subsequent
users reinstaté3’s contribution, it is A’s reputation, rather than
B'’s, which will suffer the most. The content-driven repubatiof
Wikipedia authors has been shown to be a good statisticdigioe
of the longevity (and thus, presumably, of the quality) @itiuture
contributions [2]; author reputation has also been uset@basis
for computing text trust [1].

Reputation confers status, and it can be used to managégbdist r
to high-visibility information, or as the basis for the contation of
content quality [1, 3]. Consequently, reputation systenessab-
ject to attack by users who wish to increase their reputatitimout
performing useful (and thus, time-consuming) work. Thus tfee
use of content-driven reputation has not led to resistamegtacks.
Indeed, the reputation system proposed in [2] can be sulmeat
wide number ofSybil attacksjn which a single person uses mul-
tiple identities (orsock-puppelsto increase her reputation without

1In May 2008, according to the rankingsvaiw. al exa. com



providing valuable contributions [7, 4, 14, 11, 9]. In thepiest of
these attacks, a user controls two identities: a primamtiteA,
and a “sacrificial” identityA. In the attack,A first performs van-
dalism, for instance by deleting the entire content of a \aikicle,
or by inserting spurious textd then promptly reinstates the original
content of the article. As subsequent users build on theatalezed
content of the paged reputation will rise, sincel’s intervention is
preserved. Many similar attacks are possible, and some=of tire
described in this paper.

Attacks to reputation systems are a pervasive problem, 4nd [
9, 11] provide comprehensive surveys of the general prolalech
of solution approaches. In this paper, we show that cortgmnen

once more remedied under weak assumptions, met in the reldl,wo
on the relative infrequency of disputes (reversion war)ragrhigh-
reputation authors. This leads to our final algorithm, theAL-
GLOBAL algorithm, which is our candidate for implementation in
on-line content-driven reputation systems. The algorithmresis-
tant to Sybil attacks and truthful, under weak assumptia@utbis-
itation and editing dynamics of a site.

We evaluate the algorithms with respect to their abilityrimduce
informative, high-quality reputation information, whidtas good
predictive value with respect to the longevity of future tdmtions
by the authors. Using a 100,000-article, 56-million resissubset
of the French Wikipedia as our dataset, we show that the modifi

reputation systems can be made resistant to many forms off Sybcations required to make the algorithms robust do not deertree

attacks. The key idea consists in exploiting the connedi&ween
content evolution, and reputation computation. In paléicuepu-
tation changes are due to content modification that can lpedbsd
by all users. Thus, under the assumption that content ieudiby a
wide variety of users, as it happens in real systems, we widlie
to provide strong guarantees of immunity to attacks. Therélgmns
we present do not depend on the specific nature of the comteaht,
can be applied to wikis, as well as to other versioned conthive
need to assume is that we have some way to measudisfaace
between contributions. In wikis and other text-based systedit

distancecan be used [18, 15, 6]. Nevertheless, we chose to present

the algorithms in the context of wikis, both to provide re@deith
a familiar context, and because the evaluation of the dlyos will
be performed on the French Wikipedia.

Our starting point is the content-driven reputation algoni pro-
posed in [2]. The algorithm assesses the value of each batitm
by comparing it with past and future versions of the contduag to
different authors. If the contribution went in the generiaéction of
content evolution, as estimated from the change from péstuoe
versions, the contribution is judged positively, and itthau gains
reputation; otherwise, it is judged negatively, and théautoses
reputation.

As a first step, we describe tlREPUTATION-CAP algorithm,
where the reputation that can be gained by the contributirg a
thor’s is capped by the reputation of the authors of the padt a
future versions to which it is compared. TREPUTATION-CAP
algorithm prevents groups of sock-puppets from increasiey
maximum reputation unless they perfouseful work,or work that
is considered positively by higher-reputation users. Unfmately,
the REPUTATION-CAP algorithm also prevents the global reputa-
tion growth of system users. In particular, if everybodyrtstavith
low reputation, nobody can ever gain high reputation. Toeagyn
this, we relax the assumptions on tREPUTATION-CAP algorithm,
allowing users to gain uncapped reputation, provided tbetri-
butions have first withstood the test of time without beindged
negatively; this yields th&EPUTATION-CAP-NIX algorithm. We
show that under weak assumptions on content visitation ese
sumptions that hold for most real systems including the pékia,
the REPUTATION-CAP-NIX is able to prevent Sybil attacks while
allowing global reputation growth.

Next, we turn to theruthfulnessproperty, stating that if a user
wishes to perform an edi, the user cannot gain by splittingin
multiple sub-edits, or by employing complex editing scherire
volving sock-puppets, compared to doiaglirectly. This property

is inspired by mechanism design in game theory: there, a mech

anism (such as an auction procedure) is truthful if it is aklea
dominant strategy for the players to reveal their utility & 16,
12]. We show that while thREPUTATION-CAP-NIX algorithm does
not enjoy the truthfulness property, a simple modificatiorsl The
modification allows somesputation deniahkttacks, but this can be

quality of the reputation they compute.

2. CONTENT-DRIVEN REPUTATION

Before presenting the robust reputation algorithms, isisful to
summarize the content-driven algorithm of [2], on which thieust
algorithms are based, and examine attacks to which thisnatig
algorithm can be subject.

2.1 Notation

We considecontent-driverreputation algorithms which compute
author reputation on the basis of the sequence of versiopaabf
wiki article. The algorithms are on-line, and examine eagfsion

as it is introduced in the system. For a versigrwe indicate with
a(v) its author, and with(v) the time at which it was created. We
denote the versions of an artigleby v¥,v5, 4%, .. .; the letterp
stands forpage. For simplicity, we assume that all versions have
distinct timestamps. We often write for a(v;), andt; for t(v;),
when no confusion arises. We also indicateldiy(v?) = i the se-
quential position of the version in the page. The algorithvilsuse
only the most recent valuéa) of the reputation of authar. To an-
alyze the algorithms, however, we need to reason about htivorau
reputation evolves in time. Thus, we denoterby, t) the reputation

of authora at timet; we assume that this is a left-continuous func-
tion, so that if the reputation af is updated precisely at timethen
r(a,t) denotes the value immediately preceding the update. We as-
sume that the reputation is bounded to the rgdAg&,.«], for some
Tmax > 0, S0 that if a reputation increment or decrement causes the
reputation to go below 0 (resp., abo¥k..x), the reputation is set

to 0 (resp., tmax)- In the following, we will occasionally omit the
superscripp and focus on one article at a time; however, we stress
that the algorithms operate strictly chronologically, @cling to the
order in which versions are entered into the wiki.

2.2 Thesasicalgorithm

The content-driverreputation of [2] is based on the idea of as-
signing reputation to authors according to how long thentgbu-
tions last: authors of long-lived contributions gain regtign, and
authors of short-lived or reverted contributions lose tapan. In
[2], it was proposed to measure the contribution given by @&n a
thor in two ways: according to the text that was inserted {exe
contribution), and according to the overall modificatiomfpemed
(the edit contribution). The edit contribution largely subsumes the
text one; for this reason, we discuss here only the algortibeed
on edit contributions. Our evaluation, reported in Sectomwill
show that considering edit contributions only does notdyieferior
quality for the computed reputation, compared to the atboriof
[2].

The BAsIC algorithm takes, as a basic building block, an algo-
rithm to compute thedit distancébetween two text documents. The
edit distancel(v, v") > 0 between documentsandv’ is a measure
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of the amount of text insertions, deletions, and replacésnat is
required to transformv into v’. The problem of computing edit
distances has been well-studied in the literature [18, t5hé par-
ticular approach we chose is discussed in [2]. All authoitsaily
have reputation zero. When a versioh is entered into the wiki,
theBAsic algorithm considers triples of versiofis?, v, v7), with

0 <i<j <k Ineachtriple(vy, vy, v}), the authon’,f judges the
quality ofv§.’ on the basis of the versiarf she just produced, and on
the basis of a previous versiefi taken as reference. The idea is as
follows. The author}, having just produced versiarf, will natu-
rally believe thaw?, is better (in her own personal opinion) than any
previous version. Thusy; judgesa’ on the basis of whether's
edits brought the article closer to the versigh The total change
from o} tow! isd(vy, v¥). This change caused the distancejfdo
decrease byi(v, vy) — d(v},v{). Thus, the algorithm computes
the ratio

d(Uf, UZ) - d(”?> UZ)

d(vl,v?)

(R}

Qual(v?, v?

i Y50

vp) = @
between the “useful” change toward§, and the “total” change.
The situation is illustrated in Figure 1. We say that the ivm@f
receives negative feedbadkQual(vy,v¥,v;) < 0. As the edit
distance satisfies the triangular inequalityy, v') < d(v,v”) +
d(v",v") for all versionsuv, v', v", we have that, for al) < i <

J <k, that—1 < Qual(v}, v¥,vy) < 1.

TheBasic algorithm considers triple@?, v%, v})) subject to the
restrictionsi + 1 = j andk — ¢ < m, for a constanin > 2: the
first restriction ensures that the judged verai@ri\s compared to the
preceding one, the constami limits the number of past revisions
considered. The algorithm increases the reputation oy the
amountinc(v}, v}, vy), where:

Inc(u,v, z) = {H !f a(z) # a(v): 2

0 ifa(z)=a(v);

wherex = ¢ - d(u,v) - Qual(u, v, z) - w(r(a(z),t(z))). Above,
cs > 0is a scaling constant](u, v) is the amount of change per-
formed in the edit fromu to v, andr(a(z),t(z)) > 0 is the repu-
tation of the judgea(z) at the timez is created;w is a monotonic
increasing function. As in [2], we take(z) = log(1.1 + x), thus
reducing the influence of high-reputation authors: if thirevnot
done, our experiments indicated that high-reputationasttvould
wield disproportionate power. The results of this papeiratepen-
dent on the particular choice af, providedw(0) > 0, andxz > y
impliesw(z) > w(y).

We present the formal description of thasic algorithm as Al-
gorithm 1 where we present the updates in the reputationtbbes
when the current version, of an article is committed. The algo-
rithm is on-line, and processes versions as they are cosunitp-
dating user reputations. In the algorithms, we wrii€) to denote
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the current estimate of the reputation of authpthe valuer(a) is
persistentacross invocations of the algorithm; in practice, this will
be stored in a database entry associated witFor a listv, we de-
note by|v| the number of elements, hy its i-th element, where
1 <4 < |9], and bys % u the result of appending the elemenat
the end ofv.

2.3 Attacksagainst the sasic algorithm

The BAsIC algorithm is prone to attacks, in which users can in-
crease their reputation without performing any amount ofipc-
tive work. These attacks rely @ock-puppetgr multiple user iden-
tities that are controlled by the same person.

A simple attack of this kind is thdelete-restorattack. The at-
tack can be carried out by a person having two identities: @ ma
identity A, whose reputation the person wants to increase, and a
sock-puppet identityd’. In the attack,A’ removes all the text of
the article, producing an empty versiof: immediately afterwards,
identity A restores the text in versiarf, ;. Since stable Wikipedia
pages usually evolve via small edits, subsequent authdirbwild
on versionv?, ,, andQual(v?, v7, |, v7) will be positive and close
to 1, leading to an increase in reputation farldentity A’ of course
loses reputation, but this does not matter: this identitsirisply a
“sacrificial” one, and all it matters is that it is permittexidarry out
edits; if A’ is banned, the person controllinggand A’ can simply
create a new sock-puppdt’.

The delete-restore attack is somewhat easy to spot: wikirasim
trators may become suspicious if they notice thas always restor-
ing the text of deleted pages, while doing little else. A &tion that
is harder to spot is thadd-restoreattack, in which the sock-puppet
identity A" introduces spurious text in an article (for instance, a
nonsensical paragraph, spam, or other clearly inappitepniate-
rial), which A proceeds to remove in the immediately subsequent
edit.

Another attack is théake-followers attacklin this attack, a per-
son controls a main identityl, and some sock-puppet identities
Ao, A1, Ag,---. Identity A performs an edit;f% s vf which
introduces any material, plausible or not; immediatelgm@iards,
Ay, A1, As, ..., proceed to develop on versimij‘i, thus increas-
ing A’s reputation. When the edit of is finally undone at version
v = Ufﬂv if k— 7 > m, the reputation ofd is not harmed, so that
A can retain the gains accrued in the course of the attack.

These attacks have many variations, and are only a repatisent
sample of the set of possible successful attacks t@asec algo-
rithm. The focus of this paper is not to provide a classifamanf
attacks, but to present modified content-driven algoritkimas are
robust with respect tanysock-puppet attack.

3. ROBUST ALGORITHMS

In this section, we develop from algoritheasic new algorithms



Algorithm 1 BAsIC Algorithm

Input: A new versionz for an article.

Persistent variables across invocations.

1Lo:=0x2z k:=|7

2. for triples (i, j, k) with0 < i < k,j =i+ landk —i <m
2.1.r(a;) := r(a;) + Inc(vi, vy, vi).

that are resistant to Sybil attacks and that enjoy the tulriebs The key property we wish to show of tlREPUTATION-CAP al-
property. gorithm can be informally summarized as followsif a person
. . controls a set of sock-puppets whose maximum reputatiorthien
3.1 The reputation-cap algorithm: nofreerep- jjess useful editing work is done, no sock-puppet canaseréhe
utation increase reputation beyond. To formalize this statement, we need to pro-
The first algorithmREPUTATION-CAP, bounds the reputation in-  vide a definition of “useful”. We formalize this notion as ifmks.
crease, so that the maximum reputation of a set of identites
increase only if useful work is performed. In order to upddue DEFINITION 1. (useful work) Givenr € [0,7Tmax] @and a
reputation of an author, we see from (1) that algorithasiC com- triple (4,7,k) with 0 < i < j < k, we say that the triple
pares a versiomf produced by the author with two versions, that (i, j, k) is r-goodiff both a; anda;, have reputation at leastwhen
are taken as reference: an older versifr(for : = j — 1), and a  the triple is created or evaluated; preciseli, j, k) is r-good if
newer versionv}. The attacks described in Section 2.3 rely on the (r(ai,ti) > r or r(ai,ty) > r) and r(ax,tr) > r. We say
fact that at least one of the two reference versions is duestwk: that the versiony; is r-usefuliff Qual(v;, v;,vr) > 0 for somer-
puppet, rather than to a legitimate author. This suggeats\hen good triple (4, j, k). A version that is not-useful work is called
updating the reputation @ff we do not increase it beyond that of r-useless.
the reputations of’ or a?: this prevents the use of low-reputation

sock-puppets for increasing the reputation of the maintitjerin Intuitively, this definition states that the version is useful iff
the following, for simplicity we drop the superscript since the  there is atleast a pair of reference versionanduy., one in the past,
algorithm only compares versions belonging to the sameleuti and the other in the future, both by authors of reputatioeastt,

The REPUTATION-CAP algorithm is obtained by modifying the  that judge in positive fashion the contributiomgf High-reputation
reputation increase of the basic algorithm. HEPUTATION-CAP authors do not always fully agree agree on what is the besttitin
algorithm first computeBic(v;, v;, vx) as in (2), and then proceeds  of change for an article; the definition gives the benefit efdoubt
as follows: to versionwv;, and calls it useful if it agrees with the direction of
change undertaken by at least some of these authors.

Nevertheless, we argue that producing a useful version oies
come for free, but in the great majority of cases, requiresesef-
fort on the part of the author. A useful version, after alligersion
e If Inc(v;,vj,vx) > 0, the algorithm first retrieves the current that comes closer to sonfature contribution by high-reputation

reputations (a;, tx), r(a;, ty), r(ak, tx) of a;, aj, ax; it then authors: it is unlikely that such a version can be produceddiy

o If Inc(vi,v;,vx) < 0, then the reputation of; is incre-
mented bylinc(v;, v, vy) (leading to a reputation decrease);
this coincides with the basic algorithm.

updates the reputation af to that do not require effort, such as removing or inserting &xan-
. dom. The following theorem provides the main property of the
max(r(a;, ty), min(r(ai, tr),r(ak, tr), ©) REPUTATION-CAPalgorithm, which shows that a set of authors can-
r(az,tx) + Inc(vi, vj, vx))). not increase their maximal reputation without doing use&fafk.

We formalize this property as th@o-free-increaseroperty. This
The formula (3) has two consequences. If the reputatiary § theorem rules out Sybil attacks such as the ones outlinecdén S
greater than that of; or ax, the reputation ofi; cannot increase, tion 2.3.
and it can decrease@ual(vi, v;, vx) < 0. Onthe other hand, if the

reputation ofz; is lower than both the reputations@fanday, then No-free-increase-above-r property. For all setsJ of
the reputation ofi; can increase, but only up to the minimum of the authors, and for all times, if the following assump-
reputations of the “refereest; anda. Thus, an author can gain tions both hold, then so does the consequence:

high reputation only when her versions are compared withioas
produced by high-reputation authors. In particular, if athar a
starts with low reputation, and if her versions are only careg
with the versions of authors of reputation belpythe authow will

Assumptions:

e Attime ¢, all authors inU have reputation below

be unable to gain reputation abowe This is the mechanism that 7 € [0, Tinax].

prevents the sock-puppet attacks outlined in Section 2&rBure e After time ¢, the authors iU only contributer-

that enough triples with high-reputation reference poares con- useless versions.

sidered, when a version, is entered, the algorithm considers all

triples (4,7, k) with 0 < 7 < j < kandk — i < m, thus lifting Consequence:No author inU will gain reputation

the restrictioni + 1 = j of algorithmBAsic. We present the for- greater tham after timet.

mal description of th@EPUTATION-CAP algorithm as Algorithm 2.

Observe that Algorithm 1 and Algorithm 2 differ both in Stenl THEOREM 1. The REPUTATION-CAP algorithm ensures the

considering the triples, and in reputation increment. no-free-increase-aboveproperty for allr € [0, Tmax]-



Algorithm 2 REPUTATION-CAP Algorithm

Input: A new versionz for an article.

Persistent variables across invocations.

1Lo:=0x2z k:=|7

2. for triples (i, j, k) with0 < i < j < kandk —i <m
2.1.if |I’1C(’UZ‘7 Vj, ’Uk) >0

2.1.1.then r(a;) := max(r(a;), min(r(a;), r(ax, ), r(a;) + Inc(vs, v, vx)));

2.1.2.elser(aj) = r(aj) + Inc(vi, vj, vi).

PROOF Forr € [0, Tmax|, consider a set/ of authors, and a
time ¢, satisfying the assumptions of the no-free-increase-@bov
property. Notice that the reputation of an autlhoe U can only
grow when a triple(s, j, k) is considered for feedback at tinig,
where0 < i < j < kanda = a(v;). Consider all such triples, and
assume inductively thafa, t) < r. We will show that the reputa-
tion of a cannot increase aboveas a consequence @f j, k) being
considered. There are two casest(H;,tx) < r orr(ag,tx) < r,
then by (3) we have that the reputatiomotannot increase above
r. If r(ai, tp) > randr(ax, tx) > r, then since the version; is
r-useless by assumption, we have tQaial(v;, v;,v;) < 0, lead-
ing to Inc(vs, v;,vr) < 0, so that the reputation af again cannot
increase above. i

3.2 The reputation-cap-nix algorithm: allowing
global reputation growth

While theREPUTATION-CAP algorithm is effective against Sybil
attacks, it has one major drawback: if applied throughoaetlifie-
time of a wiki, it would prevent the maximal reputation of wik
authors from growing. In particular, our basic contentseini repu-
tation system starts by assigning reputation 0 to all agthtirwe
applied theREPUTATION-CAP algorithm from the beginning, au-
thors reputations would not be allowed to grow.

We note, first of all, that this drawback is pertinent to gnogyi
wikis. The REPUTATION-CAP algorithm is well suited to mature
wikis, such as the Wikipedia in the major languages (Eng(Gsr-
man, and French being the largest), which have a large paml-of
thors who have reputation very close to the top valugx. In ma-
ture wikis, high-reputation authors can increase the egjmrt of
other authors, and the pool of high-reputation authors @voubst
likely be self-renovating.

Nevertheless, we wish to obtain a reputation algorithmithaot
only resistant to Sybil attacks, but that can also be used fie
inception. To this end, we modify thREPUTATION-CAP ALGO-
RITHM, obtaining theREPUTATION-CAP-NIX algorithm. The mod-
ified algorithm is based on the following idea. On the Wikijged
it is very unlikely that low-quality or vandalistic edits rsive for
long time; indeed, according to some studies, vandalisnahesy
high probability of being removed from a page in a few minutes
[17, 10, 13]. If a version survives for long enough withouting
ever accumulated negative feedback, then the version iketynl
to be part of a Sybil attack, and we revert to the basic algarit
which enables the reputation of an author to grow, even tholg
author’s contributions are only compared with the contidns of
lower reputation authors.

The REPUTATION-CAP-NIX algorithm takes as input a delay
valueT' > 0, called thevalidation interval. When a version; is
created, we set itsix bit to 0, indicating thabt; has not received any
negative feedback. When a versignis entered, th@ EPUTATION-
CAP-NIX algorithm considers again all triplés j, k) with 0 < 7 <
j < kandk — i < m; when considerinds, j, k), it proceeds as

follows:

1. If one of these two conditions holds, set the nix bit to h-ot
erwise, leave it unchanged:

ty—t; <T and Qual(vi,vj,vk) <0
k—i>m and te —t; <T.

4)
©)

. Ifthe nix bit oft; is 1 ort,—t; < T, we update the reputation
of a; using theREPUTATION-CAP ALGORITHM, that is, by
the amount given in (3).

. If the nix bit of¢; is 0 andt;, — t; > T, we update the repu-
tation ofa; using the basic algorithm, that is, by the amount
given in (2).

Condition (4) states that, if a revision received negataedback
within time 7', we set its nix bit, so that the version will not benefit
from the more liberal basic algorithm after tirfiehas elapsed. As
we will assume that visits from high-reputation authors spaced
less thanT’, this helps prevent reputation increase when no useful
work is performed.

The condition (5) has to do with the fact that we consider only
triples (4, j, k) with £ — ¢ < m, so that our evaluation algorithm
has a finite horizon. If we omitted clause (5), then an autooic
perform astuffing attackimmediately preceding each of her contri-
butions bym contributions of a sock-puppet, and avoiding in this
way the nixing bit to be set via (4). We present a formal desicm
of the reputation updates and nixing of tREPUTATION-CAP-NIX
algorithm as Algorithm3.

To state the results about the algorithm, we define precibely
notions ofchecking an article, visitation frequen@ndglobal rep-
utation growth.

DEFINITION 2. (checkingan article) We say that an authar
checksthe article at timet if a reads the versiow of the article,
decides what would be the best versign and insertsv’ in the
system whenever # v'.

DEFINITION 3. (visitation frequency) We say thatn article
p is edited (resp. checked) more frequently tary authors of
reputation at last if every time intervall of lengthT" contains at
least one time instarite I where an authou edited (resp. checked)
the article, and such that(a,t’) > rforallt <t <t +1T.

The above definition of visitation frequency counts visitsene
the author has reputation abovanot only at the time of visit, but
also for timeT" afterwards. This is a technical condition necessary
to prove the theorems. In practice, author reputations slagyly in
time, and we consider time-lengtfisof at most a few days, so that
authors whose reputation is abovet a timet will almost always
retain reputation greater tharuntil time¢ + 7.

The global-reputation-growthproperty ensures that the global
reputation of wiki users can grow.



Algorithm 3 REPUTATION-CAP-NIX Algorithm

Input: A new versionz for an article, and validation intervdl.
Persistent variables across invocations:, Nix, with |5 = |Nix].
1.9 := 0% z; Nix := Nix« 0; k := ||
2. for triples (i, j, k) with0 < i < j < kandk —i <m

2.1. ProcedureSetNixBit(i, j, k, T');

2.2.if (Nix; = 1 orts, — t; < T) andInc(v, vj,vr) > 0

2.2.1.then r(a;) := max(r(a;), min(r(a;), r(ax), r(a;) + Inc(vi, v, v&)));

2.2.2.elser(aj) := r(aj) + Inc(vi, v;, vk).

ProcedureSetNixBit(i, j, k, T)
1.if (t, — t;) < T andQual(v, v;, vi) < 0 then Nix; := 1;
2.ifk—i>mandty —t; < T, then Nix; := 1.

DEFINITION 4. (global-reputation-growth property) For a
historyo = v1,v2, ..., v, of the wiki from the origin to time, let
U (o) be the set of authors who participateddn and letr (o) be
the maximum reputation any author reached durngA reputation
algorithm has theglobal-reputation-growtlproperty if for everyo
there is a futures’ in which only authors i/ (o) participate, and
in which some author i/ (o) gains reputation above(o).

The following theorem states that, if high-reputation ssegu-
larly edit the article th&REPUTATION-CAP-NIX algorithm provides
the same guarantees against Sybil attacks aRER& TATION-CAP
algorithm, while having the global-reputation-growth jpeoty.

THEOREM 2. (properties of the REPUTATION-CAP-NIX algo-
rithm) The following assertions hold.

1. Assume that all articles are edited or checked more fre-
quently thanT > 0 by authors of reputation at least.
Then theREPUTATION-CAP-NIX algorithm ensures the no-
free-increase-above-property.

2. The REPUTATION-CAP-NIX algorithm has the global-
reputation-growth property.

PrROOF For the first part of the theorem, consider alseaind a
time ¢, that satisfy the assumptions of the no-free-increaseeabo
property. An authot. € U can increase her reputation when a triple
(i, j, k) is considered, witly; = a, and we distinguish two cases.

1. The triple(s, j, k) is such that(ax, tx) > r andr(a;, tx) >
r. As before, by hypothesis we hailrc(v;, v, v,) < 0, SO
that the reputation af = a; cannot increase.

2. The triple(i, 5, k) is such thaimin(r(a:, tx), r(ar, tx)) < 7.
If Inc(vs, v, vx) < 0, the result follows. finc(vi, vj, vi) >
0, we distinguish two sub-cases:

(@) If t, —t; < T, then the reputation update (3) is
used, preventing:;'s reputation from growing above
min(r(ai, tx), r(ag, tx)) < 7.

If trx —t; > T, then due to the hypothesis on the check
frequency by authors of reputation at leasthere must
have been two time# andt”, witht” —¢' < T, and
with ¢’ < ¢; < t" < ti, where authors of reputation at
leastr checked the article. This means that there were
two versionsv, andu;, with ¢, <t <t; <t; <t" <

tx, such that users of reputation abovagreed with,
andt;. We consider two cases:

(b)

i. If I —h < m, then since by hypothesis; did r-
useless work, we havec(v,,v;,v) < 0. Fur-
thermore, fromt” — ' < T andt’ < t; <t <t”
we derivet” —t; < T, so that the nix bit of; has
been set due to (4).

i. If I —h > m, notice thatv, is the version imme-
diately preceding time’, and¢, — ¢’ < T. This
means that there must be at leastversions be-
tween timeg; andt’, and the nix bit ofv; has been
set due to (5).

In either case, the nix bit af; is set, so that the reputa-
tion increment tar = a; is given by (3), ensuring once
more that the reputation of does not increase beyond
T.

For the second part of the theorem, note that if the autholis dio

useful work, leading to positive ratios (1), then the nixdditheir

contributions will not be set, so that tlesic algorithm may be
used, allowing their reputations to eventually grow abovi

4. ROBUST AND TRUTHFUL ALGO-
RITHMS

We say an algorithm for reputation computation enjoystitiih-
fulnessproperty if an author who wishes to perform an edit cannot
gain by splitting the edit into multiple edits, or by emplogicom-
plex editing schemes, as compared to truthfully perforntivegedit
in a single step. We first show that tRePUTATION-CAP and the
REPUTATION-CAP-NIX algorithm can be subject tozig-zag-attack
that violates the truthfulness property.

The Zig-Zag-AttackConsider an authar with reputation- at time

t such that the author can perform auseful edite; to produce a
versionv;. When the version; is judged by a later high reputed
author of versionv,, and compared against_; (i.e., the triple
(vj—1,v;5,vr) is considered for reputation increment), then the au-
thora gains in reputation. In the zig-zag attack, the author sthi¢
edit e; in multiple steps, producing versions, vz, 03, ...,0f =
v; such that for alll < i < f we haved(v;,vr) < d(vj—1,vk)
(see Figure 2). All these versions are made with the saméitiglen
a, thus preventing feedback of one version on the other. These
sions can be chosen in zig-zag fashion, so dtéat, ©;+1) is large,
for 1 <4 < f. Consider now the total increment (2) dueuwto



Vi—1 Vj

Vg

Evolution history withv;
improving the previous versions

Evolution history withv; replaced by
zig-zag-versions that all improves alternately
to finally obtainu;

Figure 2: Thezig-zag-attack.

andvy:

f
> o Inc(v; 1, i, vk) (6)
=2

f
Cs * Zd(ﬁi—hﬁi) . Qual(vj,l,{;i,vk) . w(r(amtk)) .

=2

If the versionsi, 2, vs, ..., 0y = v; proceed in “zig-zag” fashion
(see Figure 2 again), theQual(v;_1,9;,vx) > 0 can be largely
independent from, so that by choosing large enough, and fdr <

1 < f, by choosingd(9;—1, ;) large, the total reputation increase
(6) can be made large as well. For instance, consider 3, and
01 = U3 = Vj, and takebs with d('f)g,vk) < d(vjfl,vk). Then,
clearly the author gains by splitting the original edit 1 ~ v; into
three sub-edits.

4.1 The rocaL algorithm: encouraging truth-
ful edits

The zig-zag-attack against truthfulness for REPUTATION-CAP
(and theREPUTATION-CAP-NIX) algorithm was made possible by
the fact that the quality of a revisian is measured according to its
global roleQual(v;—1, 9;, vx ), while its “size” is determined by the
local distancel(9;—1, v;). To prevent this attack, we constrain the
algorithm to consider only local feedback. ThecAL algorithm
follows the REPUTATION-CAP-NIX algorithm: when a versiony,
is entered, it considers all triplg$, j, k) with 0 < i < j < k
andk — ¢ < m, as in that algorithm. However, (2) is modified as
follows:

0 ldx(u) + 1 # ldx(v)
Inc(u,v, z) otherwise

IncLocalu, v, z) = { @)
Thus, while theLocAL algorithm followsSREPUTATION-CAP-NIX

for the use of the nix bits, it only increases reputation wtrenre-
vision being evaluated is compared with the immediatelg@ding
one. TheLocAL algorithm if formally described as Algorithm 4.
Since theLocAL algorithm considers only a different set of triples
as compared to thREPUTATION-CAP-NIX ALGORITHM for reputa-
tion increment, but follows the same procedure aRtheUTATION-
CAP-NIX algorithm, a theorem corresponding to Theorem 2 holds.

THEOREM 3. (robustness of the LocAL algorithm) The fol-
lowing assertions hold.

1. Assume that an articleevolves in such a way that each time
interval of lengthT' contains at least one edit or check by
a user of reputation at least. Then theLocAL algorithm
ensures the no-free-increase-abavproperty.

2. The LocAL algorithm has the global-reputation-growth
property.

We now show the truthfulness property of thecAL algorithm.

THEOREM 4. (truthfulness property of the LocAL algo-
rithm). Consider an author in control of a setJ of authors with
maximal reputation- at timet;. Leto be the evolution history of
an article such thatd performs an--useful edit; producing a ver-
sionv;. Consider an alternative evolution histary of the article in
which the edit; is split into multiple edits performed by identities
in U, and otherwise the evolution histosy coincide witho. If the
LOCAL algorithm is followed, themd does not gain more maximal
reputation inc’ as compared to-.

PrRoOOF. We consider the two evolution historiesando”’. In o’
the edite; is replaced by multiple edits by identitieslif otherwise
o and o’ coincide. Letv,;_1 be the version before the edit in
o, and we denote the versions produced by edits of identities i
U in ¢’ asoi,v2,...,0f = v; (i.e., the final versiorb; of the
edits byU is the versiornv; of o). The following analysis shows
that the maximal reputation gain érf is no more than the maximal
reputation gain inr. Consider a versiot); produced by an identity
in w € U with maximal reputation. Let the version; be judged
by a later version. If v is produced by an edit of an identity in
U, then the reputation of the author of the version judgings at
mostr (since the maximal reputation of identitiestihis ). Thus
the reputation ofx does not increase. Hence we consider the case
when the judging version is a versiop afterv;, and show the total
reputation increment in’ is bounded by the reputation increment
in o. We consider a triplév;_1, v;, vx) for reputation increment
in 0. The sumy of the reputation increments il for edits by
producingv; as judged by, is given as follows:

v =cs - d(vj-1,01) - Qual(vj—1, 01, vk) - w(r(ax, tx))

+ oo S d(0n, D) - Qual(y, i, vi) - w(r(ar, b))
cs - w(r(ak, tr)) - (d(vj-1,vr) — d(1,vk))

+ cs - w(r(ar, ) - {5 (d(80, o) = d(Bira, or)

es - w(r(ar, tr)) - (d(vi-1,vk) — d(g,vr)).

We obtain the first equality by applying (7) for reputationri@ment,

and the second equality follows since

d('l)jfl, 'Uk) — d(f)h Uk) .
d(vj-1,01) ’

Qual(vj—1, 01, vx) =

d('f)z, Uk) - d('f)z+1, Uk)

d(01, 0r41) '
Sincevy = wvj, it follows that the above sum is equal to -
w(r(ak,tr)) - (d(vj—1,vk) — d(vs,ve)). Inthe evolution history
o, the reputation increment for the triplg¢ — 1, j, k) is given by

Qual(ty, vi41,vk) =

IncLocal(v,—1, v;, vx)
= co - d(v;-1,v5) - Qual(v;—1,v;,vx) - w(r(ax, tx))
= ¢ - (d(vj—1,v) = d(vj,vk)) - w(r(ag, tr)).



It follows thaty = IncLocalv;—1,v;,vr). It follows that the max-

imal reputation ino’ for identities inUU is no more than the maximal

reputation inr. We remark that it is possible that a triglg—1, 7, k)
is considered for reputation increment for the evoluticstdry o,
but all sub-edits by identities it7 that producey; in o’ do not get

reputation increment being judged by. This is because since in

THEOREM 5. (almost-truthfulness property of the LOCAL-
GLOBAL algorithm). Consider an author in control of a setJ of
authors with maximal reputationat timet;. Leto be the evolution
history of an article such thatl performs anr-useful edite; pro-
ducing a versiorny;. Consider an alternative evolution histasy of
the article in which the edit; is split into multiple edits performed

o’ multiple edits produce;, the number of edits between an edit by identities inU, and otherwise the evolution histosy coincide
by U andv,, may exceedn in o/, whereas the number of edits be- with o. If the LoCAL-GLOBAL algorithm is followed, then the total

tweenv;_, andv, may be smaller tham in o. Hence the maximal
reputation ino can exceed the maximal reputatiornsin i

Theorem 4 shows that if an author wishes to deunits of useful
work, then the most rational policy to gain reputation isrtahfully

do then-units of useful work at once. Thus by Theorem 3 and The-
orem 4 we obtain that theocAL algorithm has two highly desired

properties: robustness against sock-puppet attacks, ratrdull-
ness for useful work. However, the algorithm can be subjeea t
denial-of-reputation attack. In thREPUTATION-CAP-NIX ALGO -

reputation increment received in the multiple edits is kiraby the
local reputation increment received by under AlgorithmLoCAL.

PrRoOoOF The theorem follows from Theorem 4 by con-
sidering that, for any three revisions,v’,v” we have
IncLocalGloba(v,v’,v") < IncLocalv,v’,v"). 1

Thus, if theLoCAL-GLOBAL algorithm is followed, and the rep-
utation increment due to global feedback exceeds that af feed-
back, then the reputation-maximizing policy for editinghs truth-
ful policy. If the local feedback for an edit exceeds the global

RITHM, for edits that are nixed or have not crossed the validationON€, however, it may be convenient to split the editThis situ-

interval, the reputation cannot increase beyond the minirofithe
two judging versions. In theocAL algorithm, one judging point
of a version is fixed as the immediate previous version. Hémee
reputed users can perform many edits, and ensure that theifod
useful edits are not credited with reputation increment.révieedy
this partially in theLOCAL-GLOBAL algorithm.

4.2 The tocaL-cLosaL algorithm: truthful edits
without denial-of-reputation

TheREPUTATION-CAP-NIX algorithm was subject to the zig-zag-

attack because it only considered the global feedback,esseihe
LOCAL algorithm is subject to denial-of-reputation attack siitce
only considered the local feedback with respect to the inated
previous version. TheoCAL-GLOBAL algorithm considers both
the local and global feedback as follows: the algorithm like
REPUTATION-CAP-NIX ALGORITHM considers triples of the form
(4,7,k) with 0 < i < j < k, andk — i < m, but instead of the
global feedback the reputation incremémt is modified to be the
minimum of the feedback of the global and local effect. Fdlyna
for a triple (¢, 7, k) we compute the following increment:

IncLocalGlobalv;, v, vk) =
¢s - d(vj-1,v;) - min (Qual(v;—1, v, vx), Qual(vi, v, vk))
“w(r(ak, tr)) - ®)

In (8), instead of the global feedbachual(v;,v;,vx) of (2), the
minimum of the global feedbackual(v;,v;,vx) and the local
feedbackQual(v;_1,v;,vx) is used. TheLOCAL-GLOBAL al-
gorithm follows the REPUTATION-CAP-NIX algorithm replacing

Inc by IncLocalGlobal for reputation increment when the triple tions. We consider all edits} = v7_,

(4,4, k) is considered; observe thitcLocalGlobalv;,vj,v,) <

Inc(vi, vj, vk). A formal description is presented as Algorithm 5.
Thus theLOCAL-GLOBAL algorithm always assigns a reputation made, and the futuengevityof e”,

lower as compared to thREPUTATION-CAP-NIX algorithm and
hence the robustness property of tREPUTATION-CAP-NIX al-
gorithm against sock-puppet attacks also holds for tbeAL-
GLOBAL algorithm (i.e., Theorem 3 holds falOCAL-GLOBAL al-
gorithm).

We now argue that theoCAL-GLOBAL algorithm ensures truth-
fulness in all practical cases. We can show that if an edis split

as in the analysis of Theorem 4, then the reputation increimen

ation can arise when the edit immediately preceding is from
a high-reputation user, and goes in a wrong direction as com-
pared to the following edits of high-reputation users (keis a bad
edit by a high-reputation user). In this case, the globatifeek
for e is lower compared to the local feedback, and sielcis from
a high-reputation user, thREPUTATION-CAP-NIX algorithm may
make convenient, from the point of view of reputation maxani
tion, to splite into several edits. However, we argue that the case
when theLOCAL-GLOBAL algorithm violates the truthfulness prop-
erty is rare and hard to implement for an user. First, itis that a
high-reputation user performs a bad edit for an article, sewbnd,
since the reputation of authors is not public, an author wishes

to make an edit does not know whether the previous bad edit was

from a high-reputation user. Hence for all practical pugsothe
LOCAL-GLOBAL algorithm is truthful, robust against sock-puppet
and denial-of-reputation attacks.

5. EVALUATION

The robust reputation algorithms we proposed in this papee h
not been deployed yet on a large and dynamic wiki, so thatiois
possible at this point to report on their real-world behaviéhile
the theorems presented in this paper provide absolute mpeasaof
robustness, only a real-world deployment will make it pblesto
judge the impact of the algorithms on user satisfaction,qraity
of on-line collaboration.

Our present evaluation focuses on teality of the reputation
computed by the algorithms: specifically, we show that thenges
required to obtain robust algorithms do not lead to loweatity
reputation. Following [2], we evaluate the quality of cartteriven
reputation via its ability to predict the quality of futurerntribu-
in the history
of a wiki, and we study the correlation between the reputatio
r(a(v?),t(v?)) of the author ok}, at the timet; when the edit was
defined as in [2] by:

~ o

Jjt+m—1

—— > Qual o, vp) .

k=j7+1

Long(e?)

The longevity ofef is a measure of how long the change intro-
duced ine? lasts in the future. As the reputatiofa(v 7))
is accrued in the past m‘" the correlation betweenif and
Long(e ) provides a meanlngful statistical quality cnterlon forrou

theLOCAL-GLOBAL algorithm for the split edits is bounded by the content driven reputation. Following [2], we say ﬂm@tls short-

local feedback of the single edis.

lived if Long(e?) < —0.8, indicating that the edit has been almost



Algorithm 4 LocAL Algorithm

Input: A new versionz for an article, and validation intervdl.
Persistent variables across invocations:, Nix, with |5| = |Nix|.
1.9 := 0% z; Nix := Nix« 0; k := ||
2. for triples (i, j, k) with0 < i < j < kandk —i <m
2.1. ProcedureSetNixBit(i, j, k, T');
2.2.if (Nix; = 1 orty — t; < T)andIncLocalv;,vj,vi) > 0
2.2.1.thenr(a;) := max(r(a;), min(r(a;), r(ax), r(a;) + IncLocakvs, v;, vg)));
2.2.2.elser(a;) := r(aj) 4+ IncLocalvs, v;, vg).

Algorithm 5 LOoCAL-GLOBAL Algorithm

Input: A new versionz for an article, and validation intervdl.
Persistent variables across invocations:, Nix, with |5| = |Nix|.
1.9 := 0% z; Nix := Nix« 0; k := ||
2. for triples (i, j, k) with0 < i < j < kandk —i <m
2.1. ProcedureSetNixBit(i, j, k, T');
2.2.if (Nix; = 1 orty — t; < T) andIncLocalGlobalv;, v, vx) > 0
2.2.1.thenr(a;) := max(r(a;), min(r(a;), r(ax), r(a;) + IncLocalGlobalvi, v, vk)));
2.2.2.elser(a;) := r(a;) 4+ IncLocalGlobalv;, vj, vk ).

Algorithm || ALGO-07 | BASIC | REPUTATION-CAP-NIX | LOCAL | LOCAL-GLOBAL
Precision 31.7% | 30.5% 31.7% 29.8 % 31.5%
Recall 93.1% | 93.2% 92.9 % 93.4% 93.1%

Table 1: Precision and recall of low reputation for bad edits.
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Figure 3: Percentage of edits from authors of a given reputation range. The large number of edits from reputation O are due to
novices and anonymous users. Data from a 100,000-article sample of the French Wikipedia, up to March 2008.



entirely reverted, and we say thﬁh(vﬂ t(vf)) is low-reputation [12] M.J. Osborne and A. RubinsteiA.Course in Game Theary

if r(a(v?),t(v?)) < 0.2 - Timax, that is, if the author is in the low- MIT Press, 1994.

est 20% percentile at the time of the edit. To estimate thdityua [13] R. Priedhorsky, J. Chen, S. K. Lam, K. Panciera, L. Terve
of the reputation systems, we assign to each eflithe relative and J. Riedl. Creating, destroying, and restoring value in
weightd(v?_,,v¥), and we consider the precision and recall that wikipedia. INnGROUP '07: Proceedings of the 2007
low-reputation provides with respect to short-lived edits international ACM conference on Supporting group work

pages 259-268, New York, NY, USA, 2007. ACM.
[14] J.-M. Seigneur, A. Gray, and C.D. Jensen. Trust transfe
Encouraging self-recommendations without sybil attack. |

e The precisionis the probability that” is short-lived, given
thatr(a(v;’), t(’Uf)) < 0.2 - Thax;

e Therecallis the probability that(a(v?), t(v?)) < 0.2-Tmax, Trust Managementolume 3477 ot ect. Notes in Comp. Sci.
given thate” is short-lived. Springer-Verlag, 2005.
) [15] W.F. Tichy. The string-to-string correction problenithiv
We have evaluated the performance of the proposed reputdgo- block move ACM Trans. on Computer Systera¢4), 1984.

rithms over 100,000 articles of the French Wikipedia, cgpoand- [16] W. Vickrey. Counterspeculation, auctions, and coritivet
ing to 56,229,855 revisions, with end date March 23, 2008e Th sealed tendersournal of Finance16:8-37, 1961.
nix.interval was 1. day, and 0.07% revisions were nixeq.. The al [17] F. Viégas, M. Wattenberg, and K. Dave. Studying coofiena
gorithm ALGO-07 is the one of [?]' Table .1 ShOWS. precision and and conflict between authors with history flow visualization
recall measurements for the basic reputation algorithmh fanthe In Proc. of the SIGCHI Conf. on Human Factors in

robust versions. We see that the performance of the algusiik Compulting Systempages 57-5—582 2004

only slightly affected by the changes that are required tkerthem 18] Robert A. W d Michael J F,' h .Th i .
resistant to attack. The graphs in Figure 3 give the digiobuof [18] Ro ert A. Yvagner and Michae ; Ischer. The Stringtttng
author reputation The main difference among the algoritisntisat correction problem). ACM 21(1):168-173, 1974.

the algorithms which consider only triples of the fofgh— 1, j, k)

forl < j < kwith k — 5 < m — 1 confer less reputation to

users than the algorithms that consider triples of the farn, &),

forall0 < i < j < kwith k —4 < m. This is simply due to

the fact that the latter algorithms consider more triplagptal, to

update the reputation value of a version author. The pedooa of

the algorithms can thus be equalized simply by choosin@difft

re-scaling factors, for the algorithms.
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